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1	Decision/action requested
It is proposed to remove Solution #2.3 from TR 33.846
2	References
[1]		3GPP TR 33.846 V0.13.0, Study on authentication enhancements in 5G System
[2]	3GPP TSG-SA3 Meeting #104-e, S3-212407, Observations on TR 33.846
3	Rationale 
[bookmark: _Toc513201990]As a result of the previous meeting (SA3#104-e) there was published a new document S3-212407 [2] containing observations on solutions presented in TR 33.846 [1] and revealing a number of concerns regarding the declared security properties. 
The current document contains amendment proposals to the solution from clause 6.2.3 of TR 33.846 [1]. The issue of the need for changes is caused by the attack described in section 2.3 of the S3-212407 [2] document, so we invite SA3 to consider these points.
3.1	Problem description
According to the TR 33.846 [1] document the solution #2.3 is supposed to address key issue #2.1 (linkability attack by using failure message code, hereinafter referred to as "LFM attack". 
However, the S3-212407 [2] document demonstrates that this solution does not address key issue #2.1 by providing a new variant of LFM attack. The attack consists of three steps (see Figure 1), more details can be found in S3-212407 [2]:
[image: ]
Figure 1
1. On the first step the adversary intercepts one legitimate authentication request message containing the pair (RAND, AUTN) sent by the network to UE.
1. On the second step for any victim UE' the adversary replays captured (RAND, AUTN) and receives the following answer:
1. If UE’ = UE, UE' sends (pseudoRES*, pseudoCAUSE, AUTS).
1. If UE’ ≠ UE, UE' sends (pseudoRES*, pseudoCAUSE, pseudoAUTS).
1. On the last step the adversary repeats the step 2. 
2. If UE’ = UE, UE' sends (pseudoRES*, pseudoCAUSE, AUTS). This response contains the same AUTS as in the step 2.
2. If UE’ ≠ UE, UE' sends (pseudoRES*, pseudoCAUSE, pseudoAUTS). This response contains new freshly generated pseudoAUTS, different from the previously used in the step 2.
If the AUTS value is the same on both steps 2 and 3, then UE’ = UE, otherwise UE’ ≠ UE. 
Additionally, we would like to highlight the following points:
· the pseudoCAUSE field is not used;
· if the authentication is correct, then there is no need to send pseudoCAUSE and AUTS, because the adversary can easily distinguish whether the authentication was successful or not using the traffic analysis after the authentication (it is either re-authentication, or further communications).
3.2	Proposed changes
Since the solution #2.3 does not address key issue #2.1 or any other solutions, we propose to remove the solution #2.3 (clause 6.2.3) from TR 33.846.
4	Detailed proposals
[bookmark: _Toc467658313][bookmark: _Toc482970147][bookmark: _Toc22397242][bookmark: OLE_LINK21]*************** Start of Change 1****************
[bookmark: _Hlk85023387][bookmark: _Toc49376167][bookmark: _Toc49376117][bookmark: _Toc48930868]Table 6.0-1: Mapping of solutions to key issues
	
	Key Issues

	Solutions
	#1.X
	#2.1
	#2.2
	#3.1
*)
	#3.2
	#4.1
	
	

	Solutions for anchor keys security
	
	
	
	
	
	
	
	

	No solution so far
	
	
	
	
	
	
	
	

	Solutions for resilience against identifier linkability
	
	
	
	
	
	
	
	

	#2.1: Handling of Sync failure by AUTS encryption
	
	x
	
	
	
	x
	
	

	#2.2: Encryption of authentication failure message types by UE with new keys derived from K_AUSF
	
	x
	
	
	
	x
	
	

	#2.3: Unified authentication response message by UE
	
	x
	
	
	
	
	
	

	#2.4:  MAC-S based solution
	
	x
	
	
	
	x
	
	

	…


*************** End of Change 1****************

*************** Start of Change 2****************
[bookmark: _Toc81322605][bookmark: _Toc81322606]6.2.2.3	Evaluation
Editor's Note: Further evaluation is needed.
The protection of SQN will only work over 5G network. 
The solution has impact on the serving network when 5G AKA is used.
The solution requires changes to the serving network for 5G AKA. 
FAIL CAUSE encryption: the authentication failure message for the first UE registration is left unencrypted, i.e.  the initial value of KAUSF is set to zero.
[bookmark: _Hlk85025543]SUPI could lead to linkability attacks when SUPI is sent in the Authentication Response Message: Because a weaker encryption key KE is used to conceal SUPI, it could make it easier for the attacker to get the SUPI by cryptoanalysis. This is, because KE can be generated by anyone, if KAUSF is zero, since RAND is known value (in clear) received along with AUTN and the rest of the parameters is no secret information. If SUPI (optional field) is not included as part of Authentication response, then it doesn’t lead to linkability attack.
6.2.3	Solution #2.3: Unified authentication response message by UE
[bookmark: _Toc81322607]6.2.3.1	Introduction
This solution addresses the aspect of "breach of the user's untraceability" in Key Issue #3.1 "Mitigation against the linkability attack".
[bookmark: _Toc81322608]6.2.3.2	Solution details
The authentication response message shall have the uniform format to protect the user privacy. 


Figure 6.2.3: Authentication procedure for 5G AKA
When the UE receives the authentication request message from the AMF/SEAF, it shall send unified authentication response message with same format in the following scenarios. The message includes three part: RES*, AUTS, and a cause value. The cause value in these three cases can be the same value.
Cause A: If the verification of the AUTN passes, the UE shall generate the authentication response message containing a RES* calculated according to Annex A.4 in TS 33.501 [2], in which a pseudo AUTS and a cause value are also included. The pseudo AUTS is generated with random numbers.
Case B: If the UE determines the SQN to not be in the correct range, it shall generate the authentication response message containing an AUTS calculated according to Clause 6.3.3 in TS 33.102 [3], in which a pseudo parameter RES* and a cause value are also included. . The pseudo RES* is generated with random numbers.
Case C: If the MAC failure occurs, the UE shall generate the authentication response message containing a cause value, in which a pseudo RES* and AUTS are slao included. The pseudo RES* and AUTS are generated with random numbers.
The above authentication response message with the same format is then sent to the AMF/SEAF. The cause value parameter is used to notify AMF/SEAF to only consider the three possible cases "successful, MAC failure, synch failure".
Once the AMF/SEAF receives the authentication response message, it shall interact with the AUSF according to the verification of authentication response message, which is as specified in the following:
-	If the AMF/SEAF determines the HRES* is correct, it shall send a Nausf_UEAuthentication_Authenticate Request message containing the parameter RES* to the AUSF. The following procedure shall be performed according to Clause 6.1.3.2 in TS 33.501 [2]. 
-	 Otherwise, the AMF/SEAF shall send a Nausf_UEAuthentication_Authenticate Request message containing the AUTS to the AUSF. The AUSF shall then send a Nudm_UEAuthentication_Get Request to the UDM containing the AUTS. If the verification of AUTS passes, the UDM shall update the SQN and generate a new AV, and then send it back to the AMF/SEAF. If the AMF/SEAF receives this new AV, it shall neglect the cause value in the authentication response message received from the UE and launch the reauthentication procedure; Or, if the AMF/SEAF receives a reponse indicating the failure of AUTS verification from the UDM, it shall send a reject message to UE based on the cause value in the authentication response message. For MAC failure, the UDM sends the confirmation result back to AMF. AMF handle the case as the existing handling defined in TS 24.501 [6].
[bookmark: _Toc81322609]6.2.3.3	Evaluation
This solution enables the network to mitigate one kind of Linkability attacks which are based on recognising the different authentication responses. 
When the UE receives the authentication request message, UE generates authentication response with unified format for successful authentication, MAC failure and sync failure. Successful authentication can be distinguished through verification of RES* in AMF. MAC failure and sync failure can be differentiated through verification of AUTS in UDM. This solution modifies the original authentication response message as described in TS 24.501 [6] with the idea to provide in failure and success case no evidence of the outcome of authentication that an attacker can see at the air interface.
The attackers are unable to get the failure type with the authentication response message (by not using authentication failure message).
This solution impacts the visited network.
[bookmark: _Toc12627881][bookmark: _Toc81322610][bookmark: _Hlk85023496]6.2.4	Solution #2.4:  MAC-S based solution
[bookmark: _Toc12627882][bookmark: _Toc81322611]6.2.4.1	Introduction
This solution addresses the key issues #2.1 and #4.1.
[bookmark: _Toc12627883][bookmark: _Toc81322612]6.2.4.2	Solution details
*************** End of Change 2****************
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